CSCl 331
Introduction to Computer Security

Lecture 7. Password Cracking, part 2

Instructor: Dan Barowy
Williams

Topics

Paper discussion (Oechslin)
Precomputed Hash Chains

Rainbow Tables

Your to-dos

Project part 1 due Sunday 9/29.

Reading response (Aleph One), due Tuesday
10/1.

Lab 2 due Sunday 10/13.

Keyed encryption functions




Paper discussion (Oechslin)

Precomputed Hash Chains

Precomputed Hash Chains

Motivation: dictionaries are too big to distribute

Recall;

About 26 terabytes!

Thought experiment

@ plaintexts
@ ciphertexts

Suppose f(p) = ¢;
Suppose rl¢) = p;i-1 if i>1 otherwise p,,
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Thought experiment

@ Dplaintexts
@ ciphertexts

Such a scheme (a hash chain) lets us generate all
plaintexts (and hashes) from a seed plaintext.

reduce

Thought experiment. drawbacks

- Saving just the first password buys us nothing. On

average, we have to compute O(m~/2) hash-reductions
to find a password.

-It is probably not possible to find a reducer that lets you

explore the entire password space.

*Hash functions collide!
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Only need to save the seed. Drawbacks?
Collisions in a hash chain Hashes are guaranteed to collide
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After the collision, the chain “loops.”

Collisions prevent us from enumerating the entire space!

m: # of passwords n: # of hashes

If m > n, we know that at least (m-n)/m must collide.




Collisions in a hash chain Hash chain

Space of possible passwords Space of possible hashes
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Reducers can produce collisions too! > hashing
- . <4— reduction
This is what we mean by an imperfect reducer.

Hash chain of length k

How todo anything...

Article Edit Discuss Home - Categories - i d By

Co-Authored By:

How to Deal With a Police Polygraph @ Glinton M. Sandvick, 4,
: - Test Fomer o Ligatr
We are going to chop up our long chain into smaller oty ot s 10,100 A kd

Updated: March 29, 2019

c h ai ns Of Le n g th k A polygraph test is a test that uses a machine to Fleknmariover

Explore this Article

measure responses from your body during the
course of an interview, usually consisting of = Understanding the Test
questions about your past"] Passing a polygraph LA
test, also known as a “ie detector” test, is often a D

Questions & Answers
Related Articles.
References

Nesha B.
“This artcle helped me because | have a
requirement during pre-employment screening for a
career in law enforcement.[?) The test
simultaneously measures several physiological
responses, such as changes in breathing, pulse, and
swealing, and records these measurements on graph paper. The graph shows what periods of
physiological response coincided with the moment in time when a particular question was
asked. Increased physiological response and high stress while answering a particular question,

according to the theory behind the test, suggests that the examinee is lying.3] Faith in the
reliability of the polygraph test, however, varies. 14151

Understanding the Test




Hash chain

Space of possible passwords Space of possible hashes
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Hash chain of length 2

Space of possible passwords Space of possible hashes
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Hash chain of length 2

Space of possible passwords Space of possible hashes

—— hashing
<4— reduction

Store only start and end

start, end

Pn r Pm-3
Ps r P3
ps3 r P1

Store it backward

end, start

Pmn-3 r Pnm
ps r Ps
p1 r P3




Suppose you are given Cy

end, start

Pmn-3 r Pm

P3 r Ps

P1 r P3
reduce

Cqs— PO3
Is p3 an end point? yes
Hash and reduce from start point.

password! original ciphertext
hash R reduce hash K/
Ps > Cs > P4 > Cy4

Hash chain lookup pseudocode

. def lookup(c, db, len): chain length
chain table // look for endpoint
p = reduce(c)

ciphertext i=0
while p not end in db && i < len:
c2 = hash(p)

end, start p = reduce(c2)
vvky,vvvy .fu+ .
1if p not end: FAIL
V***, "'* // we found chain; lookup start pt
K viok, kkvk s d:[P}{( )
c2 = hash(s
Kk kok, vhvk // decrypt
chain table i=0
while c2 != c && i < len:

s = reduce(c2)
c2 = hash(s)
i++
if i == len: FAIL
Stores plaintexts! return s

Class Activity

Decrypt the hash
7F975A56C761DB6506ECA0B37CEGEC87

Answer:
*vkok

Recap & Next Class

Today we learned:

PCHC algorithm

Next class:

Rainbow algorithm




